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fy and address vulnerabilities. The program centers on attack 
scenarios and vulnerabilities like arbitrary code execution 
on highly privileged targets; device unlock and full user data 
extraction; arbitrary application installations; and bypass of 
device protection solutions. 

“Partnering with the security community not only reinforces 
[our] dedication toward a transparent, collaborative frame-
work that continuously adapts to emerging risks,” the manu-
facturer says, “but also speeds up the detection and resolution 
of these potential critical threats.”

Samsung’s program assigns severity levels based on security 
risk and impact across five categories: Critical, high, moder-
ate, low and ineligible or less-than-low security impact. This 
framework provides guidance for both participants and the 
broader security community, and offers a structured frame-
work for vulnerability reporting.  

Samsung says the program covers all of its mobile devices 
that are currently receiving monthly, quarterly and biannual 
security updates. In addition, the program will reward eligible 
submissions for potential vulnerabilities in the latest Samsung 
Galaxy services, including Bixby, Samsung Account and Sam-
sung Wallet.

Who Gets What?

Reward sizes vary based on the work involved and the vul-
nerability in question. According to TechRadar, rewards for 
local arbitrary execution are about $300,000, while remote 
code execution (RCE) may see the larger reward size of  
up to $1 million. “The ‘Important Scenario Vulnerability  
Program (ISVP)’ will have people searching for exploits relat-
ed to device unlocking, data extraction, and device protection 
bypass,” it says. 

The maximum rewards require the vulnerability to be  
persistent and zero-click. Other rewards with a lower  
payout include remote arbitrary application installation 
from an unofficial marketplace or attacker server which will  
see a $100,000 reward, and $60,000 if installed from the  
Galaxy Store.

“To qualify as a successful report, the vulnerabilities must be 
a buildable exploit that works without privileges consistently 
on Samsung’s main device models running the latest security 
update,” TechRadar adds.

T
earing down the walls that exist down between orga-
nizations and getting everyone collaborating and 
working toward similar goals isn’t ever easy. After all, 
companies by their very nature are built to compete, 

protect their own proprietary information and safeguard 
market share. Samsung Electronics understands this, but the 
manufacturer also knows that fostering collaboration with-
in the cybersecurity community is crucial for tackling the 
ever-evolving threat landscape. 

To entice participation in its new-and-improved Mobile Secu-
rity Rewards Program, Samsung increased the maximum 
reward amount to $1 million for eligible security vulnerability 
reports received from the external security community. 

The company says this is part of its ongoing efforts to “foster 
transparency and increased collaboration in mobile security.” 
It also just released a security-focused Annual Rewards Pro-
gram Report, which highlights the Mobile Security Rewards 
Program’s progress since its initial launch in 2017. 

The program awarded more than $800,000 to 113 researchers 
in 2023 alone, with a total of more than $4 million in rewards 
being paid out to global security experts. “With cybersecurity 
attacks becoming increasingly intelligent and more challeng-
ing to identify, we actively encourage participation from the 
security community in finding these threats,” Samsung’s Justin 
Choi said in a press release.  

“Their support helps us to ensure our products are continu-
ously monitored for potential vulnerabilities, enabling us to 
constantly enhance the protection of our customers,” Choi 
continued. “It is critically important that this protection is 
provided and that user data and information are safeguarded, 
which is why we prioritize security throughout all our prod-
ucts and services.”

Adapting to Emerging Risks

By collaborating with a wide range of global experts—includ-
ing cybersecurity researchers, ethical hackers and indepen-
dent security professionals—Samsung’s program helps identi-

Mobile Security Vulnerability Reports Wanted  

To foster more industry collaboration, Samsung is offering up to $1 million to 

organizations that come forward with information about mobile security breaches.
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